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DR
AF
THyper-giants on the Internet

What are hyper-giants? 12

• Large networks providing services
• Global infrastructure
• Generate enormous amounts of traffic

So
m
e
of
th
em

...

1Labovitz et. al. “Internet Inter-Domain Traffic” in SIGCOMM’10
2Böttger et. al. “Looking for hypergiants in peeringDB.” ACM CCR 48.3
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● Hyper−giant's traffic (over all ingress traffic)

A large ISP’s perspective:

• > 50 million customers
• > 50 PB (daily)
• > 10 PoPs

Overall ingress traffic:

• ∼ 30% growth per annum

Top 10 hyper-giants:

• ∼ 75% share
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TSteering hyper-giants’ traffic: Motivation

Toy example

HG Cluster

HG Cluster

HG Cluster

3

Baseline: 2 bytes in the backbone per ingress byte
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Toy example

HG Cluster

HG Cluster

HG Cluster

3

“Bad” mapping= higher costs and incr. latency



DR
AF
TSteering hyper-giants’ traffic: Motivation

Toy example

HG Cluster

HG Cluster

HG Cluster

3

“Better” mapping= 50% reduction
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Toy example

HG Cluster

HG Cluster

HG Cluster
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Wait a second... This seems familiar...
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TCDN-ISP collaboration already proposed in 2010

4

What is the CoNEXT’19 paper about?
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1. The mapping problem: Still a valid and important issue

2. From PaDIS to FlowDirector: Changes to the initial system

3. FlowDirector deployment: 2 years of operational experience
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● Optimally−mapped (over hyper−giants' ingress traffic)

Optimally-mapped: Ingress via the PoP with lowest cost 3

• ≈35% of traffic is not optimally-mapped
• steady negative trend

3Combination of number of hops and their distances with each other
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Challenges: Peering at a new location is difficult...
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Incentives: Sometimes there are no direct incentives...
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Accuracy: Some do actually try and get good results...
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Why is getting 100% compliance difficult?
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More details in the paper

Lack of visibility: Collaboration to the rescue!
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More details in the paper

Lack of visibility: Collaboration to the rescue!

8



DR
AF
TUser-to-server mapping is a difficult problem

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●1.0

1.5

2.0

2.5

3.0

N
or

m
al

iz
ed

 n
o.

 P
oP

s

● ● ● ● ● ● ● ● ● ● ●
● ● ● ● ● ● ● ● ● ● ● ● ●

●

●

HG1
HG2

HG3
HG4

HG5
HG6

HG7
HG8

HG9
HG10

2017−05 2017−11 2018−05 2018−11 2019−05

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

1

2

3

4

5

6

N
or

m
al

iz
ed

 C
ap

ac
ity

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

●

●

HG1
HG2

HG3
HG4

HG5
HG6

HG7
HG8

HG9
HG10

2017−11 2018−05 2018−11 2019−05

●●

●

●
●●

●

●

●
●

●

T
im

e 
bt

w
. c

ha
ng

es
 [d

ay
s]

H
G

1

H
G

2

H
G

3

H
G

4

H
G

5

H
G

6

H
G

7

H
G

8

H
G

9

H
G

10

100

101

102

1 w
eek

2 w
eeks

1 day 1 week

0

10

20

30

40

No. affected HGs

S
ha

re
 o

f e
ve

nt
s 

[%
]

1 2 3 4 5 6 7 8 9 10

5

10

15

20

25

30

35

40

0.1
0.2

0.5
1.0
2.0

5.0
10.0

 

M
ax

. d
ai

ly
 c

hu
rn

 in
 a

 m
on

th
 (

%
)

●

● ●
● ●

● ● ● ●
●

●
●

●

●
●

●

●

●

●

●

●

●
● ●

●
●

●

2017−01 2018−01 2019−01

● IPv4 IPv6

●
●
●
●
●
●
●
●
●
●
●
●
●
●●

●●●●
●●●●●●●●●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

0

20

40

60

80

100

days

P
ro

b.
(#

re
as

si
gn

m
en

ts
) 

>
 X

0 10 20 30 40 50 60

● X: 1% (IPv4)
X: 5% (IPv4)

X: 1% (IPv6)
X: 5% (IPv6)

Peering locations Capacity upgrades

More details in the paper

Lack of visibility: Collaboration to the rescue!

8



DR
AF
TUser-to-server mapping is a difficult problem

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●1.0

1.5

2.0

2.5

3.0

N
or

m
al

iz
ed

 n
o.

 P
oP

s

● ● ● ● ● ● ● ● ● ● ●
● ● ● ● ● ● ● ● ● ● ● ● ●

●

●

HG1
HG2

HG3
HG4

HG5
HG6

HG7
HG8

HG9
HG10

2017−05 2017−11 2018−05 2018−11 2019−05

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

1

2

3

4

5

6

N
or

m
al

iz
ed

 C
ap

ac
ity

● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

●

●

HG1
HG2

HG3
HG4

HG5
HG6

HG7
HG8

HG9
HG10

2017−11 2018−05 2018−11 2019−05

●●

●

●
●●

●

●

●
●

●

T
im

e 
bt

w
. c

ha
ng

es
 [d

ay
s]

H
G

1

H
G

2

H
G

3

H
G

4

H
G

5

H
G

6

H
G

7

H
G

8

H
G

9

H
G

10

100

101

102

1 w
eek

2 w
eeks

1 day 1 week

0

10

20

30

40

No. affected HGs

S
ha

re
 o

f e
ve

nt
s 

[%
]

1 2 3 4 5 6 7 8 9 10

5

10

15

20

25

30

35

40

0.1
0.2

0.5
1.0
2.0

5.0
10.0

 

M
ax

. d
ai

ly
 c

hu
rn

 in
 a

 m
on

th
 (

%
)

●

● ●
● ●

● ● ● ●
●

●
●

●

●
●

●

●

●

●

●

●

●
● ●

●
●

●

2017−01 2018−01 2019−01

● IPv4 IPv6

●
●
●
●
●
●
●
●
●
●
●
●
●
●●

●●●●
●●●●●●●●●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

0

20

40

60

80

100

days

P
ro

b.
(#

re
as

si
gn

m
en

ts
) 

>
 X

0 10 20 30 40 50 60

● X: 1% (IPv4)
X: 5% (IPv4)

X: 1% (IPv6)
X: 5% (IPv6)

Peering locations Capacity upgrades

Intra-ISP topology

More details in the paper

Lack of visibility: Collaboration to the rescue!
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More details in the paper

Lack of visibility: Collaboration to the rescue!
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1. Collects data to determine the state of the ISP’s network
1.1 Determine forwarding path from control plane
1.2 Optional: Inventory and performance data

2. Computes the best ingress location for each customer prefix
2.1 Ingress-point detection from data plane (server subnets)

3. Communicates with the cooperating hyper-giant
3.1 Automated, near real-time via ALTO, out-of-band BGP, etc.
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◆❡t❋✁♦✇ ❢❡❡❞ ❛❝t✐✞❡
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✟●P ✁✐st❡♥❡rs
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❘✆✔✆✄✝✩❤ ■✪✩✫✬✄✭✖✓✪ ■✪✖✭✖✄✕ ✩✓✮☎✄✪② ✔✆✭✫☎ ✓☎✆✝✄✭✖✓✪✄✕

✠❧✡☛ ☞✌✍✎✏✑✡✍ ❉✆✈✆✕✓☎✮✆✪✭

Components design:

• RFC conforming input
• Customizable output
• Horizontally scalable

Operational requirements:

• safe, secure, and redundant IGP
• ∼ 1Gbitsec Netflow
• ∼ 600 BGP sessions
• ∼ 60s reaction time
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❘✆✔✆✄✝✩❤ ■✪✩✫✬✄✭✖✓✪ ■✪✖✭✖✄✕ ✩✓✮☎✄✪② ✔✆✭✫☎ ✓☎✆✝✄✭✖✓✪✄✕

✠❧✡☛ ☞✌✍✎✏✑✡✍ ❉✆✈✆✕✓☎✮✆✪✭

Components design:

• RFC conforming input
• Customizable output
• Horizontally scalable

Operational requirements:

• safe, secure, and redundant IGP
• ∼ 1Gbitsec Netflow
• ∼ 600 BGP sessions
• ∼ 60s reaction time
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T2-years experience with one cooperating hyper-giant

Overview:

• > 10% of the ISP’s ingress traffic and multiple ingress PoPs
• KPIs:

• for the ISP: reduce long-haul traffic
• for the hyper-giant: reduce latency

• function: combination path length and distance
• FD’s suggestion can be ignored
• progressive roll-out
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Combined with network planning:
30% reduction long-haul traffic
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Distance as a proxy for latency:
40% reduction
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Upper bounds for long-haul traffic reduction:
20% reduction
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Key takeaways:

1. Opportunity to operate networks more efficiently
2. We enabled the first automated hypergiant-ISP collaboration
3. Lots of engineering and diplomacy involved
4. It works!

Next steps:

1. Different optimization functions
2. Federated FlowDirector (multi-ISP collaboration)
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Thank you for your attention! Questions?

17


