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Intent-based networking has been and still is
one of the buzzwords in the community
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Many tools are available that allow you to
check that your network behaves as intended
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Definition
The specification of a network is
the set of all policies that hold...
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Definition
The specification of a network is
the set of all policies that hold under a given failure model.
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Definition
The specification of a network is
the set of all policies that hold under a given failure model.
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the set of all policies that hold under a given failure model.
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Definition
The specification of a network is
the set of all policies that hold under a given failure model.

Set of policies Symbolic environment
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reachability(r5,p2)
Failure bound

loadbalancing(r3,p2)

10



Writing the network’s precise specification is hard

Standard recipe:

] Upload configurations
2 Provide specification
3 Run the tool

4 Iterate & deploy
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Writing the network’s precise specification is hard

. -
In the past three years of working on |§rge safety cntlc;em »
systems, I've learned that verification isn't the real pro ,

it's writing specifications. Don't @ me.
twitter.com/Conaw/status/1 .

A M ~AnA\nl

Putting network verification to good use

Ryan Beckett Ratul Mahajan

Microsoft Research University of Washington
Intentionet

... However, outside of a handful of large cloud computing
providers, the use of network verification is still sparse.
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Internet?2’s specification with its 10 routers
consists of ~4000 policy predicates.
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Config2Spec automatically mines the network’s full specification
from its configuration and the given failure model

Input

Network
Configuration

Failure Model

~ Config2Spec -

Output

Network
Specification
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Config2Spec:
Mining Network Specifications from Network Configurations

1 Baseline approaches
one search space at a time

2 Our approach
the best of both worlds

3 Evaluation
scales to realistic networks
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Mining a network specification involves
exploring two exponential search spaces

all concrete environments

X
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waypoint(r3,rl,p2)

loadbalancing(r5,p2)

all possible policies
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Mining a network specification involves
exploring two exponential search spaces

data plane analysis

X control plane verification
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data plane analysis

X control plane verification
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Data plane analysis tools allow to find
all the policies that hold for a single concrete environment
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Data plane analysis tools allow to find
all the policies that hold for a single concrete environment
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Data plane analysis tools allow to find
all the policies that hold for a single concrete environment
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Data plane analysis tools allow to find
all the policies that hold for a single concrete environment
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The network specification is the intersection
of the policies that hold for every concrete environment
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The network specification is the intersection
of the policies that hold for every concrete environment
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The network specification is the intersection
of the policies that hold for every concrete environment
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The network specification is the intersection
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The network specification is the intersection
of the policies that hold for every concrete environment
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The network specification is the intersection
of the policies that hold for every concrete environment
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Network specification
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lToadbalancing(r4,p2)
reachability(rl,pl)

32



data plane analysis

X

control plane verification

33



Control plane verification tools determine
whether a policy holds for the entire failure model
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Control plane verification tools determine
whether a policy holds for the entire failure model
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Control plane verification tools determine

whether a policy holds for the entire failure model

—p reachability(rl,pl)

Single policy

Control plane verification
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Control plane verification tools determine

whether a policy holds for the entire failure model

—p reachability(rl,pl)

Single policy

Control plane verification

Verification result
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The network specification is the set of policies
that the verifier determined to hold for the failure model

—p reachability(rl,pl)
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The network specification is the set of policies
that the verifier determined to hold for the failure model
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The network specification is the set of policies
that the verifier determined to hold for the failure model
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The network specification is the set of policies
that the verifier determined to hold for the failure model
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Both techniques have pros and cons

approach data plane analysis

all policies for
ohe concrete env.

control plane verification

one policy for the
entire failure model

What about combining them?
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1 Baseline approaches
one search space at a time

2 Our approach
the best of both worlds

3 Evaluation
scales to realistic networks
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Config2Spec mines the network’s full specification
from its configuration and the required failure tolerance

Input Config2Spec Output
Network Network
Configuration Predictor Specification

loadbalancing(4, p2)
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Step-by-step from all existing policies
to the network’s specification




By performing data plane analysis on a topology,
Config2Spec refines the space of candidate policies

concrete env. #1 —

v
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By performing data plane analysis on a topology,
Config2Spec refines the space of candidate policies

concrete env. #2
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By performing data plane analysis on a topology,
Config2Spec refines the space of candidate policies

concrete env. #3
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.

Policy #1

reachability(1l,pl)
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.

Policy #1

reachability(1l,pl)
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.

Policy #2

reachability(3,p2)
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.

Policy #3

reachabi1li1ty(1l,p2)
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.
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With control plane verification, Config2Spec checks whether a
candidate policy belongs to the specification.
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When Config2Spec terminates,
it is left with the specification.

Full specification
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Config2Spec can be improved further
by two domain-specific techniques

policy-aware selection

grouping and trimming
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Config2Spec:
Mining Network Specifications from Network Configurations

1 Baseline approaches
one search space at a time

2 Our approach
the best of both worlds

3 Evaluation
scales to realistic networks
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We fully implement Config2Spec
and show its practicality

Implementation

Methodology

5k lines of Python and Java
relying on Batfish and Minesweeper

generated configs using NetComplete
employing OSPF, BGP

for a small, medium, and large network
with 33, 70, and 158 routers
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Config2Spec mines the specification
for realistic networks in few hours

run time [h] 15 —
large topology B e OSPE
- BGP
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For failure models with few concrete environments,
data plane analysis on its own provides fastest progress

run time [h] 15 —
large topology B e OSPE
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10 — o
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For failure models with a high failure bound,
policy trimming reduces the candidate space significantly

run time [h] 15 —
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Config2Spec mines the specification
for realistic networks in few hours

run time [h] 15 —
B e OSPF
.. Bep
10 — o
| |
L | |
| |
| |
5 — -
| I
I
N : | r - - - Control plane verification
0 — Data plane analysis




Config2Spec:
Mining Network Specifications from Network Configurations

1 Baseline approaches
one search space at a time

2 Our approach
the best of both worlds

3 Evaluation
scales to realistic networks
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Config2Spec:
Mining Network Specifications from Network Configurations

automatically learns a network's specification
based on its configuration and failure model
the specification is useful beyond verification

what-if analysis
config streamlining

network understanding
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Abstract

Network verification and configuration synthesis are promis-
ing approaches to make networks more reliable and secure
by enforcing a set of policies. However, these approaches re-
quire a formal and precise description of the intended network
behavior, imposing a major barrier to their adoption: network
operators are not only reluctant to write formal specifications,
but often do not even know what these specifications are.

We present Config2Spec, a system that automatically syn-
thesizes a formal specification (a set of policies) of a network
given its configuration and a failure model (e.g., up to two
link failures). A key technical challenge is to design a syn-
thesis algorithm which can efficiently explore the large space
of possible policies. To address this challenge, Config2Spec
relies on a careful combination of two well-known methods:
data plane analysis and control plane verification.

Experimental results show that Config2Spec scales to min-
ing specifications of large networks (>150 routers).

1 Introduction

Consider the task of a network operator who—tired of human-
induced network downtimes—decides to rely on formal meth-
ods to verify her network-wide configurations [4, 14,22,30] or
to synthesize them automatically [5,9, 10,28, 29]. The opera-
tor quickly realizes that both verifiers and synthesizers require
a specification of the correct intended network-wide behavior.
A few generic requirements quickly come to mind: surely
she wants her network to ensure reachability. At the same
time, she realizes that her network does way more than just
ensuring reachability. Among others, it needs to enforce load
balancing for popular destinations, provide isolation between
customers, drop traffic for suspicious prefixes, and reroute
business traffic via predefined waypoints—all these under
failures and over hundreds of devices. Writing the precise

2Technion

homegrown over years, by a team of network engineers (some
of which do not even work there anymore).

This situation illustrates the difficulty of writing network
specifications. Akin to software specifications, formal spec-
ifications are hard to write (as hard as writing the program
in the first place [20]), debug, and modify [2,21]. Yet, with-
out easier ways to provide network specifications, network
verification and synthesis are unlikely to get widely deployed.

Config2Spec We introduce Config2Spec, a system that auto-
matically mines a network’s specification from its configura-
tions and a failure model (e.g., up to k failures). Config2Spec
is precise: it returns all policies that hold under the failure
model (no false negatives) and only those (no false positives).

Challenges Mining precise network specifications is chal-
lenging as it involves exploring two exponential search spaces:
(i) the space of all possible policies, and (ii) the space of
all possible network-wide forwarding states. The challenge
stems from the fact that individually exploring each of the
search spaces can be prohibitive: a search for the true policies
is hard since they are a small fraction of the policy space,
while a search for the violated policies is hard since these
require witnesses (data planes), which are often sparse.

Insights Config2Spec addresses the above challenges by com-
bining the strengths of data plane analysis and control plane
verification. Data plane analysis enables us to compute the set
of policies that hold for a single data plane, thereby providing
an efficient way of pruning policies. On the other hand, con-
trol plane verification is an efficient way of validating that a
single policy holds for all the data planes. Config2Spec com-
bines the two approaches to prune the large space of policies
through sampling and data plane analysis and then, to avoid
the need of exploring all data planes, validating the remain-
ing policies with control plane verification. The key insight
is to dynamically identify the approach providing for better
progress. We design predictors which rely on past iterations

IS IS T S P 2 B T TS .

Check our NSDI'20 paper
as there is much more behind Config2Spec

We are still improving Config2Spec through
richer specifications and automatic bug detection

Please reach out to us at rbirkner@ethz.ch
with all your inputs and feedback

nsg.ee.ethz.ch
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