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Results against real censors
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Injects TCP RSTs
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Injects & blackholes
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Diversity of protocolsDiversity of censors
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Resynchronization State
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has a bad ack number
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GFW Resynchronizes on the next:
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Results suggest GFW is running  
multiple censoring middleboxes in parallel
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Co-located at the network level

Where are these middleboxes?
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Censors connections that do not 
match protocol fingerprints

Those that do match are then 
subjected to standard censorship

Geneva discovered 4 strategies to evade Iran’s filter
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Geneva discovered 6 strategies to evade ESNI censorship

July 29th 2020: China begins censoring the use of Encrypted SNI
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Middleboxes can be 

weaponized

USENIX Security ‘21

TCP-based  
reflected 
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Automated tools like Geneva are important in 
understanding what middleboxes enable
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Geneva code and website geneva.cs.umd.edu

Server-side evasion is possible

New insights into censors

Code is open source
Real world deployment

Genetic Evasion

Geneva


