
Modeling Systemic Dependencies through 
Attack Surface Analysis
with DANE
Eric Osterweil



Verisign Restricted

Qualitatively and Quantitatively comparing these 
two systems

Network-Delivery Assurances

Object-Level Security

Session-Level Security

DNS
Resolution

WWW/
TCP

Web
Cert CAs

OCSP/
CRL

DNS Footprint

TLS

OCSP/CRL
Server(s)

Network-Delivery Assurances

Object-Level Security

Session-Level Security

WWW/
TCP

Web
Cert

TLS

DNSSEC
Resolution SLD

TLD
root

 1

 10

 100

 1000

 10000

Su
rf

ac
e 

Ar
ea

Sites

Attack Surface Areas

Surface Area
Area with DNSSEC

Area with DANE



© 2015 VeriSign, Inc. All rights reserved. VERISIGN and other trademarks, service marks, and designs are registered or unregistered trademarks of 
VeriSign, Inc. and its subsidiaries in the United States and in foreign countries. All other trademarks are property of their respective owners.

Thanks!


