
Figure4:Sampletraceroutes,showinghopswhereECNismissing

4.2AreECNmarksstrippedfromUDP?
TheresultsinSection4.1showthatuseofECT(0)markson

requestpacketshasonlyasmallimpactonreachabilityofUDP
servers.Therearetwopossiblereasonswhythiscouldbe:either
thepresenceofsuchmarksdoesnotsignificantlyaffectreachability,
orthemarkswerestrippedbyarouternearthesenderandsowere
notvisibletothewidernetwork.

TodeterminewhethertheECT(0)markswereactuallytraversing
thenetwork,werantraceroutesfromeachmeasurementlocationto
eachoftheNTPserversweidentified.Thetraceroutewasconfigured
tosendTTLlimitedECT(0)markedUDPpackets,andwecaptured
returningICMPresponses.WethencomparedtheUDP/IPheader
encapsulatedintheICMPresponsewiththeUDP/IPheadersent,to
determinewhethertheECT(0)markwaspresentateachhop.This
isthesametechniqueusedin[1],[2],and[8].

Intotal,ourtraceroutedatacovers155439IPlevelhopsin1400
ASes(subjecttotheusuallimitationsofIPtoASmappingaccuracy
[16]).Representativesampleresultsarepresentedgraphicallyin
Figure4.Thesourceofthetracerouterequestsisinthecentreofthe
figure,withthedestinationserverslocatedattheedges.Thepath
toeachserverisshownwithadotrepresentingeachhop,andlines
showingtheconnectionsbetweenthehops.IPaddressesareomitted,
forreadabilityreasons.HopsthatreturnanunmodifiedECNfield
aredrawningreen;thosewherethereturnedECNfielddiffersfrom
thatsentareshowninred.Inallcases,observedchangestothe
ECNfieldweretosetittonot-ECT,henceweseerunsofredinthe
figure,aftertheECTmarkhasbeenstripped.Wedidnotseeany
ECN-CEmarks.Tracesstopatthepointwhereatraceroutetothe
serverstops;thisisgenerallyonehopbeforethedestination.

ItisclearthatECT(0)markedpacketsdotraversethenetwork
withtheirmarkingintact,inthemajorityofcases.Ofthe155439
hopsmeasured,154421passtheECT(0)markunmodified,and
themarkisstrippedat1143hops(125hopsonlysometimesstrip
theECNmark).RegionswhereECTmarkshavebeenremoved,
showninredinFigure4,arefew,widelyscattered,andnotlocated
nearthesender.59.1%ofthelocationswhereECT(0)marksare
stripped,wherewewereabletodeterminetheAS,wereatAS
boundaries(again,subjecttothelimitationsofinferringASnumber
fromtracerouteIPaddresses).Thisdatadoesnottelluswhether
markedpacketsreachtheirdestinationwiththeECT(0)markintact,
sincefirewallsthatblocktraceroutemightalsostripECNmarks,but
itdoesindicatethatthemarkstraversethewide-areanetwork.

4.3ReachabilityusingECNwithTCP
Wealsoconsiderthereachabilityofthewebserversco-located

withtheNTPpoolserverswhenmakingHTTPrequestsusingTCP
withECN.Ourgoalsaretodeterminethefractionofwebserversin
thepoolthatsuccessfullynegotiateanduseECN,andtocompare
thistoreachabilityofUDPserverswithECN-markedtraffic.

ResultsareshowninFigure5.Foreachtrace,thefigureshowsthe
numberofwebserversthatrespondtorequestssentviaTCPwithout
usingECN,andthenumberthatsuccessfullynegotiateECNwhen
requested(i.e.,thenumberofserversthatrespondtoanECN-setup
SYNwithanECN-setupSYN-ACKpacket).Onaverage,weare
abletoreach1334webserversfromthe2500hostsstudied.Thisis
significantlylessthanthe2253serversthatarereachableonaverage
usingUDP.OperatorsofhostsintheNTPpoolareencouragedto
runawebserver,butitisclearthatmanydonot.Asexpected,there
islittlevariationinreachabilitybetweentraces.Forthosehosts
thatrunwebservers,theserversaregenerallyavailable,andTCP
retransmitsconcealtheimpactofpacketloss.

Acrossalltraces,theaveragenumberofwebserversthatnegotiate
ECNsupportwithTCPwhenrequestedwas1095(82.0%ofthose
reachableusingTCP).Thisisconsiderablylowerthanthefraction
ofNTPserversinthepoolthatwerereachablewithECT(0)marked
UDPpackets,buttheresultsarenotdirectlycomparable,sinceto
berecordedasreachablewithTCPusingECN,theserverneedsto
activelyrespondwithanECN-setupSYN-ACK,whereastheUDP
reachabilitytestdidn’trequireactiveparticipationoftheserver.1

AbettercomparisoniswithpreviousstudiesofTCPusewith
ECN.Forexample,Trammellatel.[14]conductedactiveprobesof
theAlexaTopmillionwebserverslistin2014andfound56.17%
negotiatedECNwhenrequested.SimilarstudiesbyKühlewind
etal.[6]found29.48%wouldnegotiateECNin2012,while[1]
found17.2%wouldnegotiateECN.Langley[7]andMedinaetal.
[9]presentearlierdata,showingnegligibledeployment.

Plottingthesepreviousmeasurementsinatimeseries,alongwith
ournewdata,givestheresultshowninFigure6.Ourresultsshowa
significantincreaseinwillingnesstonegotiateECN,whencompared
tothepreviousmeasurements,butonagrowthcurvethatlooksto
beinlinewithpreviousresults.

Overallresultsareencouraging,showingsuccessfulECNnegoti-
ationwithTCPforahighfractionoftheservers.Weseesignificantly
higherreachabilitythanpreviousstudies,butfurtherworkisneeded
todeterminewhethertheincreaseisduetomeasuringagainsta
differentsetofservers,orwhetheritisageneralincreaseinTCP
ECNreachability.

4.4UDPandTCPreachabilitycorrelation
WecomparetheserversreachableusingunmarkedUDPpackets

butnotusingECT(0)markedpackets,withthesetofserversthatdo
notsuccessfullynegotiatetheuseofECNwithTCP.Thegoalisto
determineifthesameserversareunreachablewithECNforboth
UDPandTCP.

ResultsareshowninTable2.Thereisonlyweakcorrelation
betweenserversthatareunreachableusingUDPwithECT(0),and
thosethatrefusetonegotiateECNwithTCP.Themajorityofservers
thatcannotbereachedusingECNwithUDPcanbereachedusing
ECNwithTCP(thatis,theywillnegotiateECN,thensendand
receiveECT-markedpacketwithTCP,butnotrespondtoECT-
markedUDP).ThisisevidenceofmiddleboxesthatdiscardECT
markedIPpacketswhenthepayloadisUDP,butnotwhenthe
payloadisTCP.

1TheECN-setupSYNissentinanot-ECTmarkedpacket,soit’s
alsonotpossibletocompareresponseratesforECTandnot-ECT
SYNpacketswiththoseforECTandnot-ECTUDP.
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