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Improving anonymity is not easy
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• Any flow could be a target 

• No network coordination

Strike a good balance for all flows with ISP-local decisions
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Adaptive binning

Hide “worst-off” flow, subject to an upper time granularity
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In the paper

• Other experimental setups 

- Sparse aggregates, Poisson traffic, “on-off” traffic 

• The cost of differential privacy to transparency 

• Scalability of the algorithm
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Conclusion

Thank you

• Rethink transparency, as it can greatly damage Tor anonymity 

• Time granularity as noise 

• Trustworthy performance metrics over untrusted networks 

• Reconcile transparency with privacy of network topology
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