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Internet Freedom Status

Governments (like China) censor their internet
Block websites - via DNS, IP, DPI

Block proxies - e.g. Tor, VPN, Shadowsocks, ...

Source: https://freedomhouse.org/explore-the-map?type=fotn&year=2022



Fully-encryption is “The”
Cornerstone of Circumvention




Fully-encrypted traffic

TLS is not fully-encrypted Obfs4, Shadowsocks,VMess are
Client Server Client Server
E _______ Encrypted ; ...... =
Encrypted
Data

SNI-based blocking . Active Probing <.

4



The censor started dynamic
blocking of fully encrypted traffic
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Dynamic Blocking of Fully Encrypted Traffic

1. Identify fully encrypted connections with traffic analysis.
2. Immediately block all connections with the same three tuple
(client IP, server IP, server Port) for 180 seconds.
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We confirm that the GFW has now been able to dynamically block any
seemingly random traffic in real time. Such capability potentially affects
a large set of censorship circumvention protocols, including but not

limited to Shadowsocks and VMess. A detailed report is coming soon.

0:27 PM - Nov 16, 2021

0:43 PM - Nov 16, 2021

532 Reposts 35 Quotes 2,434 Likes 266 Bookmarks




Censor’s Traffic Analysis Algorithm

Block the connection' unless any of the following hold

i Fraction of zeroes < 42.5% or =57.5% j
i The first six bytes are printable ASCII j
i >50% of bytes are printable ASCI| j
Z 20 contiguous bytes are printable ASCII j

Matches the fingerprint for HT TP or TLS




Analyzing how China blocks fully
encrypted proxies

Probing
———
Probing
-
Probing




ldentifying Random

Bytes State
01 01 01 01 01 01 01 01 ALLOWED
02 02 02 02 02 02 02 02 ALLOWED
OFE OE OE OE OE OE OE OE ALLOWED
10 10 10 10 10 10 10 10 ALLOWED
16 16 16 16 16 16 16 16 ALLOWED
18 18 18 18 18 18 18 18 ALLOWED




Entropy test

. 00000000 ©V0VVBVAO 100% 0’s

v

00001111 00001111

A — 50% 0’s & I’s
X

Blocking Exemption

Fraction of zeroes <42.5% or = 57.5%
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Exemption: Protocol signhatures
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4 HTTP fingerprint

POST,, ;
 ————
v

[\x16-\x17]\x03[\x00-\x09]
———

v

Blocking Exemption
8 )

Matches the fingerprint for HT TP or TLS

\_ .

TLS fingerprint
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Which connections are affected?

Blocking happens intermittently

We observe blocking 26.3% of the time

1.0 -
Why?

0.8 -

Sample observed traffic
0.6 -

Reduce false positives e
0.4 -
0.2 -

—— observed blocking
0.0- —— geometric distribution, where p = 0.263
0 5 10 15 20

Number of successful connections to a ip:port before blocking
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Which IP addresses are affected!?

98% of IP addresses are unaffected

95% of ASes
affected <10%

CDF

<« A few ASes
affected >30%

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Fraction of prefix blocked

All of the affected ASes are popular VPS providers
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How Good is the Censor’s Detection Algorithm?

Utilize university network tap

109 42
to test the rules \ T
o Blocked
[ ] 8 8
Estimate g
HE R ’?g\o Q,.,)0\0 Q,’\)\ o ’ﬁ\o 0'»\ Q’\‘\
L 107 I
£
: lllllll
o ° ° . -
89% of traffic is exempt by
) 5 Byte Pattern (Ex5) @ ® 0 ¢ O 6 6 6 60 0 ©
matching TLS NoRuleMatched @ @ @ @ © © @ © © € © © © ©
4 Byte Pattern (Ex5) @ @ ® 06 O O 6 06 0 0 0O
First Six Printable (Ex2) @ @ ® O I O 6 6 0 O
Over 50% Printable (Ex3) @ @ ® O O I ® O
20 Straight Printable (Ex4) @ ® O ® O @
3 Byte Pattern (Ex5) O © 0 06 060 60 0 O
Passed Entropy (Ex1) O 6 0606 606 60 0 O ® O
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Mitigations

Short Term Long Term
Match an exemption Modify entropy of the
Eg. TLS or plaintext prefix payload
Client Server
G ET - * =
EI’]CI"yp'tEd 00001111 00001111
Data 50% 0’s & s
GET.. |
e EE— 00001111 00001111 0VOEVVOO
Encrypted — 1 677 0’5;33% |'s
Data v
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Bypassing Censors’ Detection

Block the connection unless any of the following hold

~

Fraction of zeroes <42.5% or =57.5%

~

The first six bytes are printable ASCII

>50% of bytes are printable ASCI|

20 contiguous bytes are printable ASCII

Matches the fingerprint for HT TP or TLS

Pad & Permute

Prepending

Prepending

Prepending
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Entropy modification

Circumvention Adoption
Adopted by tools with millions of users

Protocol prefix

—

7 E anonymized

|
O “ mm

Q shadowsocks-rust®
Q shadowsocks-android®

') Outline

* Unofficial feature: https://github.com/netdpeople/bbs/issues/136

First six bytes are printable ASCI|

a )
Q shadowsocks-rust
Q shadowsocks-go
Q shadowsocks-android
‘) Outline
% V2Ray (VMess)

\— _J
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https://github.com/net4people/bbs/issues/136

How Political Events Influence
Censorship in China!?

Nov 6 2| Nov 8-11 2| Oct 16-2222 Mar 323 Mar |523
—O O O O O-
CCP central Xl Is re-electec
committee As president of
plenary session China
Xl Is re-elected N
Blocking

Chairman of ~nd-
CCP
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How Political Events Influence
Censorship in China!?

The 4th Plenary The 6th Plenary

| | Session of the 19th Session of the 19th Xi became the Dynamic
Active Probing CCP Central CCP Central President of blocking
started | htensive blocking Committee Committee China ceased
¢ ¢ ¢ ¢ ¢ ¢
3/5-13,
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The 30th anniversary of The 70th Dynamic blocking Xi became
Tiananmen square  anniversary of the started the Chairman
Incident People’s Republic of CCP

of China
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